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ABBREVIATIONS AND ACRONYMS
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EMS Energy Management System

NATS Neural Autonomic Transport System
msg Message

MQTT Message Queuing Telemetry Transport
XML Extensible Markup Language

JSON JavaScript Object Notation

TLS Transport Layer Security

JWT JSON web token

TCP Transmission Control Protocol

QoS Quality of Service

YAML Yet Another Markup Language

LPC Legacy Protocol Converter

API Application Programming Interface
JAR Java ARchive

JVM Java Virtual Machine

LTS Long Term Support

SSL Secure Sockets Layer

MIT Massachusetts Institute of Technology
GPL General Public License

BSD Berkeley Source Distribution

ASF Apache Software Foundation

FSF Free Software Foundation

HESS Hybrid Energy Storage Systems
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EXECUTIVE SUMMARY

This document presents the specification of the interoperable open-source software tools to
integrate hybrid energy storage systems (HESS) for the Horizon Europe project INTERSTORE.
The tools consist of two components: an interoperable client/server for distributed energy
storage and a legacy systems protocol converter. The main objective of these tools is to
provide open source, out-of-the-box support for IEEE2030.5 communication between
devices of distributed energy sources (DER) including energy storage systems (ESS) and
energy management systems (EMS), as well as support for next generation NATS messaging
as a communication protocol. The tools will also provide support for IEEE2030.5 messages
in both XML and JSON formats, as well as other protocols such as MQTT and ModBus.

Providing support for the IEEE2030.5 standard together with next-generation cloud-native
messaging architecture NATS is important not only for preparing the building blocks for
seamless integration and interoperability of devices and systems, standard compliance, but
also for improving technical aspects, such as reliability, scalability and capability to work
with computer cloud environments and cloud-native software. Another important aspect is
to provide support for IEEE2030.5 not only in the original XML format, but also in the widely
used JSON format which supersedes the XML format.

The document defines the detailed specifications for each component, interoperable
client/server for distributed energy storage and legacy systems protocol converter. This
includes the architectural diagrams, communication scenarios, sequence diagrams,
message exchange patterns, protocols, message schemas and structures, fault and
exception signalling, message transformation and configuration framework, software
architecture, and use cases. The document also describes how the software components will
be delivered (as Docker containers, pre-built Java JAR archives, or custom built for specific
use cases) and how they will be available on GitHub as open-source projects.

The document is intended for developers, researchers, and practitioners who are interested
in developing, testing, deploying, or using the interoperable open-source software tools to
integrate DER. The document assumes that the readers have some basic knowledge of DER,
ESS, EMS, the IEEE2030.5 standard, the NATS messaging technology, and microservice
architecture. The document is organized as follows:

Section 1: Introduction. This section provides the background, motivation, objectives, and
scope of the document.

Section 2: Architecture and Development Methodology. This section describes the
architecture and development methodology of the interoperable open-source software
tools to integrate HESS, including the interoperable client/server and the legacy systems
protocol converter components.

Section 3: Use case scenarios. This section describes some use case scenarios to
illustrate how the software tools will be used in various scenarios that are part of this
project, including HESStec and HyDEMS, Capwatt, CyberGrid and CyberNoc, FZJ and ICT
platform, Enel-X and VPP Flex platform.

Section 4: Supported protocols. This section describes the supported protocols on the
device (client) side and on the EMS (server) side, including ModBus, MQTT, NATS, and
IEEE2030.5. It also provides a description of NATS as a next generation messaging
protocol.

Section 5: Message structures and schemas. This section describes the message
structures and schemas for IEEE2030.5 messages in both XML and JSON formats, as
well as the fault and exception messages. It also describes the supported message
structures and formats in the client/server and the legacy protocol converter
components.

This project has received funding from the European Union’s Horizon Europe research and innovation programme
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Section 6: Message transformation and configuration. This section describes the
message transformation and configuration framework that allows simple and fully
configurable transformation of messages between ModBus, MQTT, NATS, IEEE2030.5 XML
and JSON messages.

Section 7: Software architecture and Development Methodology. This section describes
the software architecture of the components, following the microservice architectural
patterns. It also describes the build and deployment options, container support on
different platforms, programming language and NATS libraries, security, and
development methodology of the project.

Sections 8 and 9: Software and test procedures requirements and proposed methodology
for testing the interoperability software. These sections provide a specification of various
testing procedures.

Section 10: Open-source access on GitHub. This section provides information about the
GitHub repository, the open-source license models, and the development methodology
of the project.

Section 11: Conclusion. This section summarizes the main points and outcomes of the
document.

This document provides clear and comprehensive specifications of the interoperable open-
source software tools. The software development will be carried out within WP 2, tasks T2.1,
T2.2 and T2.3.

This project has received funding from the European Union’s Horizon Europe research and innovation programme
X under grant agreement No 101096511. Disclaimer: The sole responsibility for any error or omissions lies with the 1
* editor. The content does not necessarily reflect the opinion of the European Commission. The European
Commission is also not responsible for any use that may be made of the information contained herein.



D1.3 Specifications for Interoperable Software Tools interstore
Interoperable Client/Server and Legacy Systems Protocol Converter

1 Introduction

In this deliverable, which has been created within WP1, Task 1.3, we have specified the tools
to replicate, adapt, and improve interoperable open-source software to integrate distributed
energy sources (DER) devices with energy management systems (EMS). This specification
addresses:

i) interoperable client/server for distributed energy storage,
ii) legacy systems protocol converter,
iii) testing procedures.

The objectives of the interoperable client/server and the legacy systems protocol converter
are to:

e Provide an open source, out-of-the-box support for IEEE2030.5 communication
between devices and EMS systems. The objective is to provide support for IEEE2030.5
messages in original XML format, as well as IEEE2030.5 in JSON format.

e Provide support for next generation NATS messaging as a communication protocol
between devices and EMS systems, superseding other communication mechanisms
(such as REST over HTTP) and enabling message-driven, loosely coupled and
scalable communication platform.

e Provide a reference implementation as an open-source project, available on GitHub.

In this specification we have presented the detailed requirements for the interoperable
client/server (we will use the wording client/server in the rest of the document) and the
legacy systems protocol converter (we will use the wording legacy protocol converterin the
rest of the document). For each of them, we have defined the architectural diagrams,
communication scenarios and specified sequence diagrams to show the interaction of
messages.

The specification also defines the message exchange patterns, including one-way,
request/response and data streaming patterns, together with correlation, delivery options,
subjects and registration and authentication of devices. It specifies the protocols supported
on the device side and on the EMS side, including MQTT, ModBus and NATS.

The specification defines the message schemas and structures. Both client/server and
legacy protocol converter will support the complete set of IEEE2030.5 messages and types
- 321 messages and types, as defined by the IEEE2030.5 XML schema definitions. Also, fault
and exception signalling has been defined.

Furthermore, within WP2, we will define the corresponding JSON schemas for all IEEE2030.5
data elements and types, which will enable using IEEE2030.5 data formats with JSON also
(in addition to XML). As JSON is becoming more and more popular in software architectures,
this will be an important step towards interoperability.

This specification also describes another very important building block for the legacy
protocol converter, the message transformation and configuration framework. This
framework will allow simple and fully configurable transformation of messages between
ModBus, MQTT, NATS, IEEE2030.5 XML and JSON messages.

Finally, this specification also provides a description of software architecture, which will
follow the microservice architectural patterns and describes how the software components
will be delivered (as Docker containers, pre-built Java JAR archives, or custom built for
specific use cases). As already mentioned, all software artifacts will be available on GitHub.

This specification also provides a description of testing procedures, testing methodologies
and description of various testing scenarios. Furthermore, it provides brief description of use
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cases to define, how the software components (client/server and legacy protocol converter)
will be used in various use cases, which are part of InterSTORE project.
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2 Architecture and Development Methodology

In this chapter, the architecture of the client/server and the legacy protocol converter from
the perspective of message exchange between the EMS (Energy Management System) and
the various devices will be described. The different communication scenarios over NATS will
be shown. Additionally, the development methodology will be outlined.

The main objective of the client/server and the legacy protocol converter is to enable
communication between the device (client) and the EMS system (Server) over NATS
massaging communication protocol and use standard IEEE2030.5 elements to enable
interoperability, scalability, loose coupling, real-time data exchange, secure and reliable
communication and overcome the typical problems of existing protocols and formats, such
as REST over HTTP, MQTT and ModBus.

The client/server component is supposed to be integrated within the client device and the
EMS systems. The legacy protocol converter is a separate software component that will
provide a bridge between the devices using legacy protocols, such as ModBus and MQTT, and
will also provide support for message payload transformation to IEE2030.5 using XML or
JSON formats.

In the next sections we first describe the client/server and then the legacy protocol
converter.

2.1 Client/server

211 Architecture

The architecture of the client/server tool can be seen in Figure 1. Devices act as clients; EMSs
act as servers. Client or server software can be included as a library in existing programs,
or it can run as a separate microservice. It is also possible for multiple EMSs to be present.

Each EMS can communicate with other EMSs and each device can communicate with multiple
EMSs.

Device EMS

Client [ ——NATS/IEEE2030. 55— Server
microservice/ microservice/
library library

Figure I: Client/server architecture.
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Device EMS

Client ——MATS/EEE2030.5—M Server
microservice/ microservice/
library library

NATS/AEEE2030.5 MATS/AEEE2030.5

!

Device EMS

Client Server
microservice/ microservice/
library library

——MNATS/EEE2030.5—»

Figure 2: Client/server architecture where multijple devices and EMSs are present.

2.1.2 Communication scenarios

In the client/server scenario, the Energy Management Systems (EMS) functions as server,
while devices serve as clients. Figure 3 provides a broad overview of the two-way
communication dynamics between clients (devices) and the server (EMS). It is possible that
there are multiple EMSs present and for EMSs to communicate between each other using
the NATS/IEEE2030.5, so EMSs can act both as servers and as clients. This way we can
achieve communication between EMS systems and their interoperability using IEEE2030.5
standard.
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' ™

1 Device 1 J

NATS/IEEE2030.5

F ™

EMS NATS/IEEE2030.5—»| DEViCG 2

NATS/IEEE2030.5 . N
T Device 3

b o

EMS NATS/IEEE2030.5 Device 1

|

NATS/IEEE2030.5

l

EMS NATS/IEEE2030.5 Device 3

Device 2

Figure 3: Overview of the client/server communication.

For a more comprehensive understanding of the communication between clients and the
server, detailed descriptions are available in the subsequent figures.

The subject-based NATS messaging follows a publish-subscribe pattern, wherein devices
both subscribe to and publish messages to subjects. Devices possess the flexibility to
subscribe to multiple subjects, encompassing shared subjects or unique subjects dedicated
to each device. It is also possible for multiple EMSs to subscribe to the same subject where
they can publish-subscribe to device messages or messages from other EMSs.

Figure 4 shows the option, where devices use the same subject to communicate with the
EMS. All communication is conducted through this subject.
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_~ Device 1
.g S y

msg—> Device 2

n

msg " ™

EMS ]«msg
4 Device 3

Figure 4: Publish-subscribe pattern in client/server communication using shared subject.

Figure 5 shows the option, where each device has its own subject. All communication from
the EMS to devices is through the designated subject.

msg_|

0

g Device 1

/ g )

7 ™

msg~> Device 2
\ ' it
Device 3

b A

EMS

i

msg

¢

Figure 5: Publish-subscribe pattern in client/server communication using one subject per device.

Figure 6 shows the option, where multiple EMSs and devices are present. The main goal of
this figure is to show that there can be multiple EMSs present in the network and they can
subscribe to the same subjects for devices or to the subjects used only by EMSs to
communicate between each other.
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_~ Device 1
msg hs v
EMS 1 kmsg @ msg—> Device 2
mMsg msg p - <
4 Device 3
msg . S
EMS 2 Emsg @

EMS 3 }«msg msg»[ Device 4

Figure 6: Publish-subscribe pattern in client/server communication with multiple EMSs and devices.

In the request-reply pattern, the server initiates a request to a specific subject and
subsequently receives responses from devices. Devices can either reply exclusively to the
sender or transmit responses to a subject designated within the request (Figure 7). It is also
possible for the messages of the same subject to be replied through a different reply subject.
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Interoperable Client/Server and Legacy Systems Protocol Converter
s ™
_~ Device 1
request )

request request - ~
EMS 1 ~ Device 2 reply

Figure 7: Request-reply pattern in client/server communication.

EMSs can also request those replies from other EMSs. For example, in the Figure 8, the EMS

2 can request a reply through Subject 2. This means that the request can be for Device 2 or
for EMS 1. EMS 2 will receive a reply through Reply 2.

' ™

_~» Device 1 ~

request \_

request request J

N

request request [ ™
EMS 1 "3 Device 2 )

reply

request

EMS 2 Preplv

Figure 8: Request-reply pattern in client/server communication with multiple EMSs
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An additional scenario involves the server (EMS) issuing a request to a subject and
subsequently receiving a continuous stream of responses from the client (device), thereby
illustrating the request-stream pattern (Figure 9). Examples of such scenarios are real-time
or near-real-time metering data, temperature readings, multimedia data, etc. Multiple EMSs
can request a stream over the same subject.

EMS 1 }—request—».—request—{ De\nce

reply 1, reply 2, reply 3...

reply 1, reply 2, reply 3...

Figure 9: Request-stream pattern in client/server communication.

Figure 10 showcases the scenario where there is an additional EMS present. The role of this
EMS 2 in the example is just to request streams from EMS 1.

reply 1, reply 2, reply 3... reply 1, reply 2, reply 3...

EMS‘I request 1 requesﬂ—{ De\ﬂce

reply 100, reply 101 reply 103...

‘ request 2
reply 100, reply 101, reply 103... ,"'

E MS 2 }_/request 2

Figure 10: Request-stream pattern in client/server communication where another EMS is present.
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2.1.3 Sequence diagrams

Diagram on Figure 11 shows the authentication and registration flow of a client device with
the EMS acting as a server. It also showcases the subscription to the subject on the client-
side and the publishing of a message to the subject.

Device EMS

i
H 1: Authenticate and register device '
»

- - - 3: Device authenticated and registered. - - --

|
Dd-: Subscribe to subject :
5: Register subject

6: Register subject
M- 7: Subject registered - - --- - - -----

}----1

8: Publish to subject

L 4

: Handle message

[
i
1
i
1
L
i
1
i
!
i
i
1
i
1
i
i
1

Figure 11: Sequence diagram showing authentication and registration of client device and publish-subscribe
pattern.

Each of the following sequence diagrams assumes that the device is already authenticated
and registered. Authentication and registration are described in Section 2.3.

The Diagram from Figure 12 shows the communication sequence when the client and the
server are using the request-reply option.
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EMS Device
E'] 1: Send request to subject '
! 3: Reply to request 2: Handle request
|]ij-l: Handle reply :

EMS Device

' 1: Send request to subject g
: Handle request
3: Reply to request

: Handle reply

Figure 12: Sequence diagram showing request-reply pattern between client and server.

The Diagram from Figure 13 shows the communication between client and server when the
server sends a request for streaming communication to the client. The Client sends
continuous messages until it receives a stop message from the server, or some predefined
condition from request holds such as elapsed time.

EMS Device

Ij 1: Send request for stream to subject l-i
DE: Handle request

3: Send reply 1
4: Send reply 2
5: Send reply 3

A A A

Figure 13: Sequence diagram showing request-stream pattern between client and server.
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2.1 Legacy protocol converter

211 Architecture

The Legacy protocol converter will act as a middleman between energy management
systems and devices. The role of the legacy protocol converter is to convert messages from
legacy protocols, used by devices, such as Modbus and MQTT' to protocols used by EMS,
primarily NATS protocols Legacy protocol converter will also implement schema
transformations, which will allow conversion of messages between XML, JSON and Modbus.
On the EMS side, IEEE2030.5 will be fully supported with the possibility to use IEEE2030.5
messages as XML or JSON.

Devices have the role of clients; EMSs have the role of servers.

An overview of the architecture of the legacy protocol converter can be seen in Figure 14,
Figure 15 and Figure 16.

Device Legacy protocol EMS
converter
Legacy
Modbus/ [€—ModBus/MQTT—»| protocol [ME—NATS/IEEE2030.5- Server
MQTT converter microservice/
service microservice/ library
library

Figure 14: Architecture of legacy protocol converter.

' Support for other legacy protocols can be added by the open-source community.
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EMS
Device Server
microservice/
library
MNATS/IEEE2030.5
Modbus/
MQTT
servics medeusmart  [Legacy protocol 7
converter
Legacy
protocol MNATS/IEEE2030.5
converter
. microservice/
Device library
ModBus/MQTT h 4
MNATS/IEEE2030.5 E M S
Modbus/
MQTT
service
Server
microservice/
library

Figure 15: Architecture of legacy protocol converter with multiple devices and EMSs.

Device Legacy protocol Legacy protacol EMS
converter converter
Legacy Legacy
Maodbus/ [€—ModBus/MQTT-» protocol o J— > protocol [€NATS/IEEE2030.5-» Server
MQTT converter converter microservice/
service microservice/ microservice/ library
library library

Figure 16: Architecture of legacy protocol converter where two legacy protocol converters communicate over
internet.

2.1.2 Communication scenarios

EMS / Device 1

F
NATS/IEEE2030.5 MQTT
ModBus
LEGACY MQTT .
NATS/IEEE2030.5 PROTOCOL ModBus ] Device 2
CONVERTER
MQTT
NATS/IEEE2030.5 ModBus
A J

EMS Device 3

Figure 17: Overview of the communication between EMS, legacy protocol converter and devices.

Similarly to the client/server architecture, the legacy protocol converter will also support
publish-subscribe, request-reply and the request-stream patterns.
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In Figure 18, communication, using publish/subscribe pattern, is shown between EMS, legacy
protocol converter and devices. Like client/server architecture, here devices can also listen
to shared subjects or to individual subjects. EMSs can also communicate over the same

subject.
s Device 1
LEGACY .
EMS msg‘msg PROTOCOL msa> Device 2
CONVERTER
msg
™4 Device 3

Figure 18: Publish/subscribe pattern using legacy protocol converter where devices share the same subject.

Figure 19 showcases the scenario where each device has its own subject. Communication
with each device is conducted through the designated subject.

mss> Device 1

T

msg

mso—> Device 2

3
7]
[{=]
¥

msg oy

mss—> Device 3

msg/.‘\msg
LEGACY
E M S msg msg PROTOCOL
CONVERTER

Figure 19: Publish/subscribe pattern using legacy protocol converter where each device has its own subject.

¢

Figure 20 showcases the scenario where two legacy protocol converters, multiple EMSs and
devices are present. The communication with other EMSs is through the subject to which all
EMSs are subscribed to.
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_~ Device 1
msg
LEGACY .
EMS 1 msg msg PROTOCOL mss> Device 2
CONVERTER 1
msg msg
™ Device 3
EMS 2 msg
msg
LEGACY .
EMS 3 |emsg msg>  PROTOCOL msg msg> Device 4

CONVERTER 2

Figure 20: Publish/subscribe pattern using two legacy protocol converters where multiple EMSs and devices
are present.

In the request-reply pattern, the server initiates a request to a specific subject and
subsequently receives responses from devices. Devices can either reply exclusively to the
sender or transmit responses to a subject designated within the request. The EMS
communicates with the legacy protocol converter and devices also communicate with legacy
protocol converter. This can be seen in Figure 21.

_~ Device 1
request request -
request
LEGACY .
EMS PROTOCOL request> Device 2
CONVERTER
reply reply

request

Dewce 3

reply

re pl\,r
repI
reply

Figure 21: Request-reply pattern using legacy protocol converter.

Figure 22 shows the scenario where there are two EMSs present. EMS 1 requests replies
through the subject Reply 1, EMS 2 requests replies through the subject Reply 2.
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_~ Device 1

reply reply request

LEGACY request .
PROTOCOL request> Device 2
CONVERTER S

request

EMS 1

request request

Device 3

reply

reply reply

request

EMS 2

reply

reply

Reply 1 reply
% reply.

Figure 22: Request-reply pattern using legacy protocol converter where two EMSs are present.

An additional scenario involves the server issuing a request to a subject and subsequently
receiving a continuous stream of responses from the devices, thereby illustrating the
request-stream pattern. EMS sends a request to legacy protocol converter which forwards
this request to devices, and devices send continuous stream of replies to the EMS through
legacy protocol converter. This can be seen in Figure 23.

LEGACY

PROTOCOL Device

CONVERTER

Figure 23: Request/stream pattern using legacy protocol converter.

2.1.3 Sequence diagrams

The Diagram in Figure 24 shows a simplified authentication and registration of client device.
It also showcases the subscription to the subject on the client-side and the publishing of a
message to the subject.

This project has received funding from the European Union’s Horizon Europe research and innovation programme
under grant agreement No 101096511. Disclaimer: The sole responsibility for any error or omissions lies with the 27
editor. The content does not necessarily reflect the opinion of the European Commission. The European
Commission is also not responsible for any use that may be made of the information contained herein.




D1.3 Specifications for Interoperable Software Tools
Interoperable Client/Server and Legacy Systems Protocol Converter

EMS

DEViGE‘ LEGACY PROTOCOL
COMNVERTER
H 1: Register device Y 2: Authenticate and register device o
- - - >
- 4: Device authenticated and registered || 3: Device authenticated and registered
JI. ]
D 5: Subscribe to subject H
6: Register subject o[ 7: Reqister subject N
Ll Ll
. i i 8: Subject registered
PR 9: Subject registered J,;. ubject regi
1
10: Publish to subject o

|

itk s phb b

11: Transform message
12: Publish transformed message to subject

]

interstore

HD! 3: Handle message

Figure 24: Sequence diagram showing authentication and registration of client device and publish-subscribe

pattern.

Diagram in Figure 25 shows how the communication flows when devices initiate a request
and when EMS initiates a request. The Legacy protocol converter transforms messages and

forwards them.

Device

2: Forward request to subject

LEGACY PROTOCOL

1: Send reguest to subject

EMS

o
)

D 3: Handle request

[F—————4: Reply to request

%J

/] 5: Forward reply
LIJ P : Handle reply

EMS

" LEGACZY PROTOCOL
Device
CONVERTER
L] L]
I:I] 1: Send request to subject 2: Forward request to subject o
>
: 5: Forward reply

HDG: Handle reply

Figure 25: Sequence diagram showing request-reply pattern with legacy protocol converter.

o
<
m'_{ 4: Reply to request

}Da: Handle request

In Figure 26, request-stream pattern is shown, where device sends multiple replies to a

request.
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Figure 26: Sequence diagram showing request-stream pattern with legacy protocol converter.

2.2 Registration and authentication of devices

2.2.1 Registration of devices

Each device when it sends its first message, will also register with either the server or the
legacy protocol converter. The Legacy protocol converter and server will keep a list of
registered devices and each time a device sends a first message, it will be added to the list,
alongside with the time of the message. After a certain period (configurable, e.g. 48 hours),
devices that have not sent a single message within this timeframe, will be removed from the
list.

2.2.2 Authentication of devices

Each device that will connect will also be authenticated. Authentication differs when
connecting with NATS or with MQTT, Modbus does not support authentication so Modbus
devices will not be authenticated.

2.2.2.1 Authentication with NATS
Devices will authenticate with NATS in one 